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Abstract—In the 21st century, almost everyone around the world, including individuals,
businesses, and governments, are using some video surveillance technique to enhance
security. Millions of CCTV cameras are already installed worldwide, continuously
monitoring the activities. Despite such a large-scale initiative, we still need a vast man
force to monitor these activities and take appropriate actions quickly. Due to lack of
efficiency and human error, many threatening situations go unnoticed and ultimately
lead to some preventable disasters. With the integration of IoT sensors and A.I.
algorithms, we can still see some improvement in surveillance methods, and the
systems can notify the designated authorities about the programmed suspicious
activities, but this is not enough. We need to thoroughly understand and design such a
system that can understand human behaviour and improve itself over time so that the
quality of alerts can be improved exponentially. Hence, we propose a technique to
implement this system based on Artificial Intelligence complemented with Continual
Learning. This will allow us to cover a wide range of suspicious activities. Moreover,
with C.L., we will be able to improve our A.I. algorithm over time without much human
intervention required. Real-time prediction of suspicious events could be highly
beneficial, and at times we can avoid very big mishappenings. With the combination of
A.I. and C.L., the results will be far more promising.
Keywords— Artificial Intelligence, Video Surveillance, Continual Learning
INTRODUCTION
In recent times with advancements in the living standards of society in general, people
have become busier and are more focused and engaged with their careers and other
essential tasks. All this together has directly impacted the security of their loved ones
and sometimes their property too. According to the reports, more than 100 children
face sexual abuse every day in India, and unlike other crimes, these often go unnoticed
and under-reported. Due to the busy schedule, parents tend to put their children in a
daycare or crèche and elders are often sent to some nursing home. Although daycare
and nursing homes provide surveillance system facilities, monitoring them continuously
is almost impossible due to their busy schedules. Moreover, the situation worsens even
more if we monitor an empty house or some property like an ATM. There is a need to
have some kind of an autonomous system that can detect any suspicious activity
automatically and report it immediately to the concerned authorities so that
I.
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appropriate action could be taken. Currently, most of the solutions available in the
market are either not automated or are inefficiently automated.
Human activity detection and its classification is a very complex and significant task in
computing. Accurate recognition and classification with an efficient algorithm is very
important to make use of all the already deployed resources like CCTV cameras around
the globe. In this work, we will be concentrating on detecting suspicious and abnormal
activities so that disasters and heinous crimes could be prevented timely and
technology can be utilized to its fullest.
Furthermore, Continual Learning is an advanced concept in A.I. and M.L. It allows us to
enhance the algorithms without explicitly programming or modifying them with newer
datasets. The maintenance of the algorithm becomes less while directly increasing the
efficiency and lifespan of the system. C.L also makes sure that the result data developed
is also used as a training set and automatically feeds itself with the newer generated
results, thus always keeping the system updated, accurate and scalable. Another main
problem of A.I. algorithms addressed and resolved with the inclusion of C.L. is
catastrophic forgetting. Earlier it was thought that catastrophic forgetting is inevitable
and cannot be resolved, but with C.L., this problem is now no more there.

Fig 1.General Life Span and Performance Comparison of Continual Learning and
Normal Artificial Intelligence Techniques.
RELATED WORKS
Suspicious Activity Detection in Surveillance Footage: This work uses R-CNN
combined with the MS-COCO dataset to develop a more ingenious surveillance detection
system. But the scope is limited to detecting only two activities, i.e., gun and abandoned
luggage detection in the frame, which is a considerable achievement since the accuracy
is remarkably high. However, overall, the model is relatively static, which can be
improved by including refined datasets and better optimization techniques [4].
II.

Smart Security System for Suspicious Activity Detection in Volatile Areas: This
paper uses a different mechanism for entry into volatile areas. The system design can be
broken down into two principal subsystems, i.e., the hardware part, which includes the
cameras, motion detection sensors, and alarms. The software part consists of an
algorithm for face recognition of a few authorized individuals. The motion detector first
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detects if there is any intervention, which triggers the camera to check if the person or a
thing which has triggered the sensor is a human, and if it is, then it checks the database
for registered individual's face data if data matches access is granted else alarm is
triggered. This system is useful in high-security areas but not as efficient as things could
be using such a wide range of technologies [5].

Fig 2.The framework of Smart Security System for Suspicious Activity Detection in
Volatile Areas[5]
Sensor-Based Abnormal Human-Activity Detection: The approach is based on
sensors directly connected to humans for collecting high-quality data so that false
positivity can be prevented. The system mainly employed here is SVM, which is highly
efficient in determining and categorizing the data into appropriate categories. [6]
Suspicious human activity recognition a review: The majority of works reviewed in
this paper include a few common issues that need to be addressed, i.e., there is a need
for a single highly advanced algorithm capable of detecting a majority of threats in a
single system. The frame rate and detection methods need to be improved with the
latest available libraries and machine learning algorithms. The software for CCTV image
processing needs to be updated so that there is a clear segregation of background and
foreground for the algorithm to work efficiently. All these systems like child care,
elderly care, property care, accidents and theft detection could be brought together so
that security systems everywhere would always be ready for any situation and raise
alarms at the right time so that situations could be handled well. [7]
Suspicious Activity Detection using Image Processing: This work uses the CNN
classification technique to detect suspicious activities from the input data. Gaussian
Mixture Model is first employed for background and foreground segregation. Then the
noise of data is removed, and required parameters are extracted, and then CNN is finally
used to extract useful information, which is converted into output and sent to the enduser. [8]
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PROBLEM FORMULATION
Suspected Activity Detection is a critical area of research since we need to make sure
that the purpose is met exactly and that a normal individual's privacy is also not
breached. Moreover, even the most advanced algorithms currently available in the
market using the latest Artificial Intelligence algorithms do not serve exactly the point.
The algorithms will constantly require human intervention and updation of datasets as
technology gets advanced or methods of committing crime change gradually. It's
impossible for those algorithms to automatically improve themselves, at least to an
extent where things won't go out of place even if we don't intervene. All of this can be
achieved by integrating the concept of Continual Learning into our regular A.I
algorithms. Theoretically, the algorithm continuously needs to overcome the problem of
catastrophic forgetting while extracting meaningful information from the results
generated so that the algorithm can remain updated.
III.

Fig 3. Brain-inspired Continual Learning with Artificial Intelligence algorithms [1]
PROPOSED METHOD
The proposed method mainly consists of an activity detection model, which checks the
input data for predefined classes to generate an accurate output. Secondly, the method
can generate output and alert the concerned authorities. Thirdly, another main
component of this method is the continual learning methodology that uses the final
output data. After refining it, it feeds it back to the algorithm, enabling a continuous
improvement in the security detection model. The algorithm's more abstract
components include an image pre-processor, multiple activities classifiers, and frame
rate converters. This paper is mainly focused on applying a continual learning or
learning of learning methodology on a machine-learning algorithm and covering a wider
range of suspected activities in a single model so that a larger security problem could be
resolved while making sure the need for maintenance is least.
A. Continual Learning: C.L mainly consists of two parts, an encoder and a pre-trained
decoder.
Encoder: The encoder module observes a representation of a multi-dimensional
trajectory which in turn helps the module to encode a meaningful dataset for internal
use by observing the external events or precisely the results generated, acceleration and
velocity extracted from the input frames combined with location data helps to produce
IV.
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a potent trajectory data. Moreover, these are first order derivatives and second order
derivatives respectively of the position data extracted from the frames.
Moreover, using a recurrent neural network (RNN) for spatio-temporal neural networks
allows the algorithm to deal with regularly updating graph features. Given as
𝑌𝑠,𝑡 = 𝐺𝑅𝑈𝐶𝑒𝑙𝑙 𝑌𝑠,𝑡−1 , 𝐼𝑃𝐺𝑅𝑈𝐶𝑒𝑙𝑙 ,𝑡,𝑥 (1)
Results are shown using the multi-head technique.[23]
𝑌𝑡 = (𝑌𝑝,𝑡 , 𝑌𝑣,𝑡 , 𝑌𝑎,𝑡 )(2)
𝑅𝑒𝑠 = 𝑎 𝑌𝑡 , 𝑥𝑎 3
The temporal and spatial features are captured by latent-representation, thus allowing
the generation of meaningful data for the algorithm, which can be used to improve the
model over time and make accurate alerts. In addition, the model supports the
continuous random variables and the categorical random variables embedded in the
latent-space representation.
Considering a continuous-random variable Xtr, where Y is passed through Xtrand with
the variable typea, the final output Ytris then fused with the liner layer and softmax
layer, respectively.
𝑋𝑡𝑟 = 𝐿𝑁𝑅 𝑌𝑎 , 𝑡𝑟
(4)
𝑌𝑐,𝑡𝑟 = 𝐿𝑁𝑅 𝑌𝑎 , 𝑡𝑟
(5)
𝑡𝑦𝑝𝑒𝑎 = 𝑠𝑀𝑎𝑥 𝑌𝑐,𝑡𝑟
(6)
Decoder: The decoder component utilizes the latent space representation generated by
the encoder to make an accurate model that ensures the output satisfies the given
standards. It contains a single channel which uses the extracted posture to check if the
situation is alarming or not. Moreover, The L.R's received as input by the decoder from
the encoder are developed from the combined results.
All this combined is passed through layer ‘a’ to generate a label or simply a generalized
output, ensuring accuracy. It is then passed through the gated recurrent units (GRU Cell)
[11], which thus uses SPL from the machine learning-SPL API to complete the action
detection hierarchically. Thus generating the desired model output.
Finetuning: A minor finetuning in the learning of learning model could improve the
model stability. However, a few things to be taken care of while finetuning are that we
can directly modify the decoder’s parameters instead of going through the whole
process again, thus reducing complexities while re-rendering.
Research has shown that a reduced learning rate facilitates a better algorithm
eliminating the catastrophic-forgetting anomaly.
B. Activity Detection: Multiclass classification technique is used here to determine the
suspicious activity since this comes under a supervised learning algorithm and is a
considerably more accurate and efficient technique to be used for the time being. This
algorithm takes an aggregate of the test inputs it has to make a decision. This is further
combined with the KDE algorithm and R.F. differential evolution, which is then used to
identify various instances aggregated later to detect any suspicious activities.
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Fig 4. Random Forest Representation
The main purpose of using random forest method overall other methods are because
initially, with continual learning, there might be instances when the new data inputted
might be a little inaccurate, or the algorithm could encounter some important missing
data. Thus, to maintain the algorithm's stability while ensuring it's always up to date,
the random forest technique is currently the best possible way to design this paper.
Moreover, the risk of overfitting and efficiency while working with a huge dataset (since
with continual learning, the dataset will eventually keep on growing) is managed well
by random forest techniques compared to other classification algorithms.
C. Kernel Density Estimation (KDE): KDE is a non-parametric way used to estimate a
probability density function(PDF) of a random variable, which is most suitable for our
method to refine the results. Since in simpler words, this algorithm helps smoothening a
large number of parameters given in a dataset. The formula for KDE is given as follows.
1

𝑓𝑦 𝑥 = 𝑛

𝑛
𝑖=1 𝐾ℎ

1

𝑥 − 𝑥𝑖 = 𝑛ℎ

𝑥−𝑥 𝑖
𝑛
𝑖=1 𝐾
ℎ

(7)

where k represents kernel, having y > 0 representing a smoothening parameter, which
is the main function of KDE.
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Fig 5. Overall structure of proposed work
D. Proposed Algorithm 1
Input: Frames from the video
fori=0 to m-1
use trained data
for (each frame) DO
Use aggregation to select the best possible outcome.
end for
end for
for (results) Do
return result feedback to the algorithm
return result
O/P: return results
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Table 1. Types of Activities
Activities
Falling, Still for a longer time
Speeding Cars, ATM, Road Accidents, Robbery,
Fighting, Burglary, Shooting, Shoplifting, Stealing,
Vandalism, Sexual Abuse, Bleeding, Fire, Smoke

Type
Static
Dynamic

Fig 6. KDE Representation over 100 points from bimodal distribution [2]
RESULTS
The analysed data based on activities mentioned in table 1 was tested. It was observed
that the accuracy and overall performance of the algorithm with continual learning
module performed exceptionally well with 98.93% accuracy with only per-trained data.
It is expected that with time as the algorithm improves with the C.L module, the
accuracy and efficiency of the algorithm will improve even more. Both static and
dynamic data was evaluated and accuracy observed was significantly higher as
compared to previous works in the same field. Moreover hyperparameters were applied
to the model in order to make the model robust, initially we used grid search for
identifying a hyperparameter technique, but since continual learning is involved in the
model, it was observed random search would be a better technique to be used in such
project for auto tuning of the model. The diagram below shows how random search
works in a scenario approach.
The formula used for the calculation of MSE is given:
V.

ℒ 𝑋, 𝑋 ′ =

1
𝑇.𝐾

𝑇
𝑡=1

𝐾
𝑖
𝑖=1(𝑥𝑡

𝑖

(8)

− 𝑥′ 𝑡 )2
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Fig 7.Random Search (Hyperparameter) Scenario Approach. [26]
Table 2. Comparison of different hyperparameter optimiser techniques
HP Optimizer
RMSProp
RMSProp
SGD
SGD
ADAM
ADAM

Size
167
98
189
150
256
512

VI.

Epoch
37
15
47
44
40
61

Accuracy
78%
62%
80%
77.4%
32%
59.6%

CONCLUSION AND FUTURE WORK

This paper proposed a model to improve security surveillance systems using the latest
continual learning technique merged with artificial intelligence and machine learning
algorithms. This model uses the Random Forest motion estimation, which provides an
aggregate solution from a mixed set of results. It is comparatively much more accurate
and reliable in security systems since it's a critical area of research, and accuracy and
performance are extremely important. Both Dynamic and Static activities were set up to
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include all kinds of possible suspicious activities. The overall accuracy received with
just modelled data was 98.93% which is a considerably good percentage and would
improve as the algorithm feeds itself with the CL module.
In future, it will be great to modify the action detection algorithm to a completely
unsupervised ML algorithm based on clustering or association. The results from that
would be an interesting area to discover.

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

References
van de Ven, G.M., Siegelmann, H.T. and Tolias, A.S., 2020. Brain-inspired replay for
continual learning with artificial neural networks. Nature communications, 11(1), pp.114.
Pedregosa, F., Varoquaux, G., Gramfort, A., Michel, V., Thirion, B., Grisel, O., Blondel, M.,
Prettenhofer, P., Weiss, R., Dubourg, V. and Vanderplas, J., 2011. Scikit-learn: Machine
learning in Python. the Journal of machine Learning research, 12, pp.2825-2830.
Vallathan, G., John, A., Thirumalai, C., Mohan, S., Srivastava, G. and Lin, J.C.W., 2021.
Suspicious activity detection using deep learning in secure assisted living IoT
environments. The Journal of Supercomputing, 77(4), pp.3242-3260.
Loganathan, S., Kariyawasam, G. and Sumathipala, P., 2019, November. Suspicious
activity detection in surveillance footage. In 2019 International Conference on Electrical
and Computing Technologies and Applications (ICECTA) (pp. 1-4). IEEE.
Chen, J.I.Z., 2020. Smart security system for suspicious activity detection in volatile
areas. Journal of Information Technology, 2(01), pp.64-72.
Yin, J., Yang, Q. and Pan, J.J., 2008. Sensor-based abnormal human-activity
detection. IEEE transactions on knowledge and data engineering, 20(8), pp.1082-1090.
Tripathi, R.K., Jalal, A.S. and Agrawal, S.C., 2018. Suspicious human activity recognition: a
review. Artificial Intelligence Review, 50(2), pp.283-339.
Phalguni Kadam1 , Shweta Gawande2 , Akshita Thorat3 , Rohini Mule4 , "Suspicious
Activity Detection using Image Processing", Journal of Science and Technology, Vol. 06,
Special Issue 01, August 2021, pp114-119.
Naqushbandi, F.S. and John, A., 2022, February. Sequence of Actions Recognition Using
Continual Learning. In 2022 Second International Conference on Artificial Intelligence
and Smart Energy (ICAIS) (pp. 858-863). IEEE.
Hampapur, A., Brown, L., Connell, J., Ekin, A., Haas, N., Lu, M., Merkl, H. and Pankanti, S.,
2005. Smart video surveillance: exploring the concept of multiscale spatiotemporal
tracking. IEEE signal processing magazine, 22(2), pp.38-51.
Nunes, U.M., Faria, D.R. and Peixoto, P., 2017. A human activity recognition framework
using max-min features and key poses with differential evolution random forests
classifier. Pattern Recognition Letters, 99, pp.21-31.
Fu, R., Zhang, Z. and Li, L., 2016, November. Using LSTM and GRU neural network
methods for traffic flow prediction. In 2016 31st Youth Academic Annual Conference of
Chinese Association of Automation (YAC) (pp. 324-328). IEEE.
Sharma, R. and Sungheetha, A., 2021. An efficient dimension reduction based fusion of
CNN and SVM model for detection of abnormal incident in video surveillance. Journal of
Soft Computing Paradigm (JSCP), 3(02), pp.55-69.

4099

SPECIALUSIS UGDYMAS / SPECIAL EDUCATION 2022 1 (43)
[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

Ramachandran, S. and Palivela, L.H., 2019. An intelligent system to detect human
suspicious activity using deep neural networks. Journal of Intelligent & Fuzzy
Systems, 36(5), pp.4507-4518.
Sztyler, T. and Stuckenschmidt, H., 2016, March. On-body localization of wearable
devices: An investigation of position-aware activity recognition. In 2016 IEEE
International Conference on Pervasive Computing and Communications (PerCom) (pp. 19). IEEE.
Pandian, A.P., 2019. Artificial intelligence application in smart warehousing
environment for automated logistics. Journal of Artificial Intelligence, 1(02), pp.63-72.
Walker, J., Marino, K., Gupta, A. and Hebert, M., 2017. The pose knows: Video forecasting
by generating pose futures. In Proceedings of the IEEE international conference on
computer vision (pp. 3332-3341).
Wang, H., 2019. Sustainable development and management in consumer electronics
using soft computation. Journal of Soft Computing Paradigm (JSCP), 1(01), p.56.
Zenke, F., Poole, B. and Ganguli, S., 2017, July. Continual learning through synaptic
intelligence. In International Conference on Machine Learning (pp. 3987-3995). PMLR.
Diethe, T., Borchert, T., Thereska, E., Balle, B. and Lawrence, N., 2019. Continual learning
in practice. arXiv preprint arXiv:1903.05202.
Akar, Ö. and Güngör, O., 2012. Classification of multispectral images using Random
Forest algorithm. Journal of Geodesy and Geoinformation, 1(2), pp.105-112.
Livingston, F., 2005. Implementation of Breiman's random forest machine learning
algorithm. ECE591Q Machine Learning Journal Paper, pp.1-13.
Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L., Gomez, A.N., Kaiser, Ł. and
Polosukhin, I., 2017. Attention is all you need. Advances in neural information processing
systems, 30.
Haenlein, M. and Kaplan, A., 2019. A brief history of artificial intelligence: On the past,
present, and future of artificial intelligence. California management review, 61(4), pp.514.
Fazal, M.I., Patel, M.E., Tye, J. and Gupta, Y., 2018. The past, present and future role of
artificial intelligence in imaging. European journal of radiology, 105, pp.246-250.
Restrepo Rodríguez, A.O., Casas Mateus, D.E., Gaona García, P.A., Montenegro Marín, C.E.
and González Crespo, R., 2018. Hyperparameter optimization for image recognition over
an ar-sandbox based on convolutional neural networks applying a previous phase of
segmentation by color–space. Symmetry, 10(12), p.743.
Senthiil, P. V., V. A. Sirusshti, and T. Sathish. "Artificial Intelligence Based Green
Manufacturability quantification of a unit production process." International Journal of
Mechanical and Production Engineering Research and Development 9.2 (2019): 841-852.
Bryndin, Evgeniy. "Development of sensitivity and active behavior of cognitive robot by
means artificial intelligence." International Journal of Robotics Research and
Development 10.1 (2020): 1-11.
Nawalagatti, Amitvikram, and R. KOLHE PRAKASH. "A Comprehensive Review on
Artificial Intelligence Based Machine Learning Techniques for Designing Interactive
Characters." International Journal of Mathematics and Computer Applications Research
(IJMCAR) 8.3 (2018): 1-10.

4100

SPECIALUSIS UGDYMAS / SPECIAL EDUCATION 2022 1 (43)
[30]

[31]

[32]

Nawalagatti, Amitvikram, and R. KOLHE PRAKASH. "A COMPARATIVE STUDY ON
ARTIFICIAL COGNITION AND ADVANCES IN ARTIFICIAL INTELLIGENCE FOR SOCIALHUMAN ROBOTINTERACTION." International Journal of Robotics Research and
Development (IJRRD) 8 (2018): 1-10.
Ardi, Muhammad, et al. "Design of a environmental friendly house based on the local
Wisdom of the bugines tribe in south sulawesi indonesia." International Journal of
Environment, Ecology, Family and Urban Studies (IJEEFUS) 7.5 (2017): 1-6.
Gaikwad, Nikita, Yogita Mistry, and Kiran Inamdar. "Design and Implementation of
Energy Efficient Environment Monitoring System." International Journal of Electronics,
Communication & Instrumentation Engineering Research and Development (IJECIERD)
ISSN (P) (2016).

4101

