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Abstract:

The evolution of modern internet technologies necessitates data security. The essential development of modern
internet technology is digital information. Blockchain technology is the backbone of a new sort of internet that
allows digital information to be distributed yet not replicated. The backbone of a new type of internet was
established by block chain technology, which allows all transactions to be stored in immutable records and spread
over multiple participant nodes. The use cases for block chain technology are rapidly expanding, with the primary
goal of enabling Authentication, data integrity, and secure data sharing. This study's goal is to give a comprehensive
overview of the literature on the use of Block chain as a base technology for protecting both financial and non-
financial applications. The goal is to aims to see if Blockchain technology can deliver the needed security solutions in
a variety of applications. Previous research is evaluated for its benefits, problems, and solutions. Integrity,
Availability, Authenticity, Accountability, and Reliability are terms that apply to information were among the topics
covered in the poll. The study concludes that Blockchain technology has potential for both financial and non-
financial industries because it can address the majority of security concerns. Future research should focus on putting
the proposed solutions outlined in the security issues of Blockchain technology into practice.
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1. INTRODUCTION

Using an open distributed ledger, the blockchain built on cryptographic techniques that may
record transactions and make them tamper-proof between one or more parties. The records are
kept in blocks and connected by links. Using a peer-to-peer network called blockchain, the
records are The blockchain is an open, distributed ledger that uses cryptographic methods to
preserve transactions between two or more parties that cannot be altered in any way. Blockchain
is a peer-to-peer technology that distributes data rather than storing it centrally. The information
is shared among the many node participants. When Satoshi Nakamoto created Bitcoin as a
currency in 2008, the blockchain idea became more well-known [2]. According to the author of
[3], sophisticated countries like Japan have begun to commercialise bitcoins (blockchain kind).
Additionally, it has an impact on global currency markets [4]. Blockchain is now much more
valuable than just a decentralised cryptocurrency due to its special characteristics. It has grown
into something more, and other blockchain platforms with public and private accessibility,
including Ethereum [5] and Hyperledger Fabric [6] have also gained a lot of traction.

2. SECURITY CHALLENGES

In this section, we spoke about the findings drawn from the articles that were chosen and
prepared using different security concerns. Table IV lists the papers that were chosen, the
security issues they addressed, and the application domain.

Key Findings, Security Aspects, and Applications Area of Selected Papers are listed in Table IV.
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Important qualitative and Security Aspects
Paper | numerical data reported Area
(8] JP Morgan Blockchain Banking | Integrity, privacy, and access Banking Sector
Information Network control
Access control, Privacy and | Supply chain systems
[9] Supply chain systems by IBM integrity
[12] Programming language Solidity | Validity Smart
reentrancy attack Contracts
Energy trading on a decentralized
smart grid without the use of trusted . )
[23] third parties requires transaction Privacy Smart grids
security.
Blockchain protects user privacy and | Privacy,
[24] offers a decentralized storage | Access [oT
system for access control. Control
A blockchain-based architecture for , Smart
[26] secure and private transportation Privacy Vehicles
Denial of Service attack in | eventual likelihood of having a )
[27] ) . Generic
blockchain lesson available
With the use of blockchain, many
people can exchange resources in a . Smart
[28] public and decergltralized setting Privacy Communities
while maintaining their privacy.
By leveraging blockchain, privacy is Healthcare System
[29] maintained while data is transferred | Privacy
between PSN nodes.
[30] Determining IP a.dd_ress and Bitcoin | Anonymity Bitcoin
address ownership links.
a payment system that protects .
[31] anonymity for grid networks. Privacy oT
a payment system for vehicle-to-grid )
[31] networks that protects privacy. Privacy loT
On the blockchain, user information | Privacy not provided
[32] is displayed in order to increase Bit coin
transaction flow transparency.
[34] Based on blockchain PKI Privacy Generic
[35] A blockchain called Credit coin | Privacy Smart
safeguards the anonymity of drivers Vehicles
in linked cars.
One option to increase the reliability
of data is to wuse blockchain
[36] technology and data provenance Trust loT
systems.
37] To securely store data, employ | Privacy, Authentication Large scale IoT
certificate-less cryptography.
Blockchain-based decentralized Energy
[38] token-based energy trading system. | Privacy Trading
System
[39] trial process to confirm data | Data Biomedical
integrity Integrity Research
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here have been instances of attacks
like Man in the Middle, Syn Flood,

Records

authenticity and data

integrity could be impacted..

[40] Sybil Attack, Timing Errors, Key Land
Management, and Audit Server Registry
Attacks. Record integrity is ensured
by blockchain technology.

[41] The IoT architecture incorporates | Data Smart City
blockchain at every layer. Integrity

[42] Using blockchain to ensure data | Data IoT
integrity Integrity

[43] For the IoT firmware, a reference | Data [oT
integrity metric (RIM) is kept for Integrity

[44] It is explained how to corrupt a _eventl_lal opportunity to keep Bitcoin
blockchain using a 51 percent attack. | integrity lesson

[45] Double spending attack chance to maintain integrity lesson Generic

eventually

[46] Splunk, which uses blockchain to | Data Banking
ensure data fidelity Integrity
ProvChain will increase authenticity | Authentication,

[47] and privacy in the cloud | Privacy Cloud
environment.

The use of a blockchain-based PKI in Air
air traffic management enables a I :

[48] secure broadcfst authorization Authentication Traffic
connection with air traffic services. Management

Authentication process may be .

[49] Quantum attack affected p Y Generic

[50] The system only accepts connections | Authorization Generic
from authorized users.

[51] [P addresses were used to link the | Accountability Generic
formation of identities in blockchain.

a proof-of-concept architecture for a | Access

[52] distributed access control system for | Management loT

the Internet of Things
Access
[53] Using blockchain for trusted | Management, loT
exchange of IOT data Integrity,
Privacy
Blockchain is integrated into a | Privacy, Access Control
ersonal data management platform .

[54] gs a trustless augtomaticp access Generic
control manager.

Systems that mix edge computing

[55] with blockchain can offer | Access Control Generic
dependable network access.

[56] a  blockchain-based  multi-layer flir}lg;};il\c/[;?jfement' IoT
network model that is secure . ’

Privacy
When Blockchan et suppy | Pondle & oy of e

(58] C'haln: A Systematic Review of the chains, including performance, Supply chain
Literature on Recent Advances and . s management
Future Applications §ecur1ty, . scalability, and

interoperability.
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Decreasing block generation time

A new kind of blockchain for . . . Vehicular Ad-hoc
[59] . and increasing the  vehicle
VANET's safe message exchange . : Networks
network's capacity for growth.
A systematic literature review of | The surrounding cryptography and
[60] blockchain cyber security certification systems are safely | Cyber security

managed by blockchain.

Blockchain Network latency and
power consumption to sustain the
distributed network were
frequently discussed in research on | Digital communications
[oT security using blockchain | and networks

applications.

A systematic literature review of
[61] blockchain cyber security

3. CONCLUSION

The study and development of blockchain technology are only beginning. Research on security
and cryptographic systems has grown dramatically during the last few years. It will
tremendously benefit both the financial and non-financial sectors. Shared data, security, and
dependability will all be taken into account concurrently. The goal is to examine various
blockchain applications in order to analyze the potential security advantages and difficulties of
blockchain technology. We have developed and addressed three research questions to support
our study in order to offer direction for future research. Finally, we can assert that the block
chain’s distributed mechanism, password system, and protected hashing process present a
completely new perspective for the development of Internet data security technology. Financial
and non-financial applications already in use are, therefore, benefit from the security solutions
offered by blockchain technology.
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