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Abstract: 

A facemask covering nose and mouth is one of the most effective waysto protect against infectionandto spread 

thecoronavirus. This safeguard rule is applied by almost allgovernments. For automation, we have developed 

anapproach based on deep learning to detect the mask. The approach has been extended to anInternet of Things 

(IoT) based framework that can be an element of a smart city to keep people safe. Since health safety is a major 

challenge, thispaper proposes an automatic detection process. A convolutional neural network with transfer 

learning is used for the detection. This model is included in an IoT architecture for automation. The results of testing 

the approach are excellent in terms of accuracy. In addition, the module for IoT works well, as verified in the 

study,and alsoappears  to be useful for the Internet of Medical Things. 

Keyword: IoT, Deep Learning, Face Mask, COVID-19, Transfer Learning 

1. Introduction 

The novel corona virus (nCoV)causessickness and symptoms that range from cold to deadly 

infections like Middle East Respiratory Syndrome (MERS) and severe acute respiratory 

syndrome (SARS) [1]. Theearliest infected patient withthe corona virus was found in Huang in 

China in December 2019. Since that period, COVID-19 has become a pandemic leading 

tochallenges such as job loss, financial crises and sometimes loss of life. Since then, countless 

individuals have died, and this number is increasing day by day. The World Health Organization 

(WHO) has describedthe most important symptoms of the corona virus like fever, dry cough, 

tiredness, diarrhea, loss of taste, and smell [4] and people were advised to take precautions, such 

as cleaning their hands, maintaining social distance, wearing masks in public places, refraining 

from contact with eyes, nose, and mouth to fight against the virus. We can limit the spread of 

COVID-19 by strictly maintenance of social distance and the use of a facial mask. Unfortunately, 

not everyone followsthese rules thoroughly, which is the main reason for thespreadof thevirus. 

Therefore, people who do not follow the rules should be identified by the corresponding 

authorities in an effort to reduce the spread of the corona virus.Numerous methods have been 

presented for object detection. Deep learning strategies are exceptionally utilized in medical 

applications. These techniques can be used in detecting the mask on a face. Additionally, a smart 

city implies a metropolitan region that comprises numerous Internet of Things (IoT) sensors to 

gather information. 
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In this paper,asystem is designed and proposed for an automaticdetection of anaccurate (or 

missing/inaccurate) use of masks.The system consists of two parts: In onepart, image processing 

for detection is performed using a deep learning approach. The other part is based on IoT for the 

communication of information. If a person isfound not using a mask properly,the system 

automaticallyinforms the responsibleauthority in the smart city network.This is due to the 

utilizationofreal time video films from the CCTV cameras installed in public places in the city. 

Facial imagesfrom the real time videos are extractedand utilized to recognize the mask on the 

face. The features of the image are extracted by a deep learning algorithmusing the Convolutional 

Neural Network (CNN) concept. Images are used for learning the parameters of the numerous 

hidden layers of the CNN.In this pandemic situation,an appropriate implementation of the law on 

individuals who are not following essential health rules can be guaranteed by utilization of the 

proposed framework. 

The rest of the paper is organized as follows: Recent work on mask detection is depicted in 

Section 2. In Section 3, the proposed methodology for the entire framework is discussed.Section 

4 discussesthe outcomes of the developed framework and Section 5 presents the conclusion.  

2. Related Works 

In [3] the authors useda deep learning approach with TensorFlow, Keras, and OpenCV to detect 

face masks. For classification,the MobilenetV2 architecture has been used as a framework. To 

perform real-time mask detection, this model was used in embedded devices (like NVIDIA Jetson 

Nano, Raspberry pi). However, it was not suitable for the smart city use. MobilenetV2 was used 

in [4], where the model was saved after training for future use. The authors have used video 

asframe by frame for the face detection. If a face is detected, it proceeds to the next process. In 

[5], the authors proposed a model on real-time facemask recognition with an alarm system 

through deep learning techniques based on Convolutional Neural Networks. The image collected 

from an installed camera and passed through the trained model, which was loaded in Raspberry 

pi. They used VGG16 as a pre-trained model that achieved an accuracy of 96%. A comparison was 

made in [6] amongthree classifiers Support Vector Machines(SVM), Decision Trees, and a model 

developed by the authors. It was found that their model achieved 91.11% accuracy which is to be 

increased. A model based onYOLO v2 with a ResNet-50 was proposed in [7] for 

classification.They compared and fine-tuned different optimizers. Image details can be restored 

by Super-Resolution (SR) networks. Recently, SR networks have become more in-depth, and the 

ideas of auto-encoder and transfer learning wereincorporated for performance improvement. SR 

networks were also applied for image processing before image segmentation 

andclassification[9], reconstructing images for higher resolution and restoring details. Moreover, 

SR networks can significantly improve the classification accuracy, especially when using a 

dataset with low-quality images, and they provide a feasible solution to improve the 

performance of identifying facemask-wearing. Therefore, the combination of an SR network with 

a classification network (SRCNet) could be utilized in facial image classification for accuracy 

improvement. This proposed model obtained an accuracy of 98.70% [8]. To preventthe spread of 

the corona virus,infectedareascould be sanitized, e.g., by using deep learning and an 

automatically controlled quadcopter[10]. The disease could be detected, e.g.,usinghuman chest 

X-ray images and applying Gated Recurrent Neural Networks [11,12]. By using IoT technologies, 

we can make people aware of  Covid-19 and at the same time control its spread [13].To detect 
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the brain diseases fuzzy based clustering techniques are used for image segmentation[14]. With 

the implementation of R-CNN to OPOSFM dataset which contains 7826 images and achieved 

accuracy of 96 percentage [15]. 

3. The Proposed Model 

In the proposed method, an automated face mask detector is developed to screen people for 

proper use of facemasks.Publicplaces can be monitored by CCTV cameras. The system will 

process the images captured by the cameras. If aperson fails to wear a mask correctly, the photo 

of that person will be mailed to the authority for immediate action.The developed framework is 

mentioned in the block diagram in Fig. 1. 

The framework consists of the camera that is linked with the IoT module. The camera is set in the 

public place and connected to the IoT module which works on a Raspberry pi platform. The 

captured images are taken as the input to the classifier model. The classifier model is aCNNbased 

on deep transfer learningfor detection. In the final stage the transfer of information is made to 

the responsible authorities.   

Fig. 2.showsas examples pictures of persons with mask and without mask, as they are considered 

in this work.The different steps for the suggested process are shown in Fig. 3. 

 

Fig.1: Proposed framework 
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Fig. 2: a) two samples of a person with a mask, b) two samples of a person without a mask. 

 

Fig. 3: Block diagram of the proposed model 

The next subsections describe the different steps of the proposed model. 

 

3.1.Data Augmentation 

A set of data is taken from a Githubrepository [2] which consists of 3822 facial images with and 

without mask, of which 1918 images are with and the remaining 1914 are images without mask. 

The data was augmented to generate a maximum number of images for using the deep learning 

model. We considered geometric transformations, e.g., to support images taken from different 

angles and distances.Therefore, four types of geometric transformation are used:flipping, 

cropping rotation, and scaling. Further, the images are converted to gray scale andnormalized. 

The size of the transformation images is256 x 256. After center cropping of the images, the size 

was normalized to 224 x 224. Center cropping normalization is done by considering its mean and 

standard deviation. The augmented images are shown in Fig. 4. 

 

Fig. 4: Augmented example data 
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3.2. Transfer Learning ApproachinAlexNet 

Transfer learningis to reuse the result of machine learning for some taskswith adaption for 

another connected task.It is generally used where sufficient training samples are not available to 

train a model, for example in medical image classification for emerging or uncommon diseases. 

This is especially true for models based on deep neural networks which have an enormous 

number of parameters to train.By using transfer learning, the model parameters start with 

effectively set initial values that need to be changed only slightly to be well determined for the 

new task.There are two primary ways by which the pre-trained model is used for a different task. 

In the first approach, the pre-trained model works as a feature extractor and the classification is 

carried out by a classifier which is trained on top of it. In the second approach, the entire 

network, or a subgroup thereof, is fine-tuned on the new task. Therefore, the pre-trained model 

parameters like the weights are treated as the initial values for the new task and are updated 

during the training stage [16]. 

Here we used AlexNet for transform learning which uses eight layers with learnable 

parameters. The model consists of five convolution layers and three fully connected layers. This 

model is using ReLU activation functions to accelerate the speed of the training process almost 

six times, and to minimizeOverfitting dropout layers (0.5) are used.InTable 1 the entire structure 

of the used AlexNet is explained. Fig5 shows the AlexNetusedwith details of each layer. 

 

 

 

 

Table 1.Architecture of the used AlexNet 

Layer Filters/Neurons Filter Size Stride Padding Size of 
feature  
map 

Activation 

Input - - - - 227*227*3 - 
Conv1 96 11*11 4  55*55*96 ReLU 
MaxPool 1 - 3*3 2  27*27*96 - 
Conv 2 256 5*5 1 2 27*27*256 ReLU 
Max Pool 2 - 3*3*2 - - 13*13*256 - 
Conv 3 384 3*3 1 1 13*13*384 ReLU 
Conv 4 384 3*3 1 1 13*13*384 ReLU 
Conv 5 256 3*3 1 1 13*13*256 ReLU 
Max Pool 3  3*3 2  6*6*256 - 
Dropout 1 Rate=0.5 - - - 6*6*256 - 
Fully 
connected1 

 - - - 9216 ReLU 

Dropout 2 Rate=0.5 - - - 4096 - 
Fully - - - - 4096 ReLU 
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connected2 
Fully 
connected3 

- - - - 1000 Softmax 

 

Fig. 5: AlexNet Architecture 

3.3. Model Architecture 

A CNNis used for image classification as it is the best suitable learning model. The hidden layers 

comprise various convolution layers that learn reasonable filters for significant feature 

extraction from the given samples.The features extracted by the CNN are used by various dense 

neural network layers for the purposes of classification.The overfitting of the neural network can 

be managed by a dropout layer by dropping out units.Atlast, a dense layer containing two 

neurons recognizes the classes.  

3.3.1. Convolutional Layers 

The main block of the CNNare the convolution layers. The convolution function uses a sliding 

window strategy that helps extract features from original images[3]. This convolution function 

helps generate feature maps. The convolutional output (𝐶)from a convolutional layer is 

represented as in Eq. (1). 

  ( )  −−==
ki

knjmAkjBnmBAnmC ],[],[],[*,

     (1) 

In (1), A[m,n] is the input image of sizem×n whereas B[j,k] is the kernel of size j×k. 

3.3.2. Pooling Layers 

The pooling activities make computations quicker by allowing a decrease of the size of the input 

matrix without losing numerous features. Some of the pooling operations are explained below:  

i.) Max Pooling: It uses the greatest value present in the selected region where the kernel is right 

now present as the value for the output matrix for that cell. 

ii.) Average Pooling: It takes the average value present in the selected region where the kernel is 

currently present as the value for the output matrix for that cell.   
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iii) Min Pooling: It takes the minimum value present in the selected region where the kernel is 

right now presentas the value for the output matrix for that cell. 

3.3.3. Dropout Layers 

Dropout layers are usedto reduce problems related toneural network overfitting that may 

occurduring training by dropping arbitrarily biased neurons from the model. These neurons can 

be a part of visible layers as well as hidden layers [3]. The probability for a neuron to be dropped 

can be changed by changing the dropout proportion. 

3.3.4. Non-Linear Layers / Activation Functions 

An activation functions uses the sum of the product of the different weights and inputs with the 

bias to determine the last output value for the current hidden layer, which then becomes the 

input for the next layer [17]. The proposed model used two activation functions which are as 

follows: 

i.) Softmax 

The Softmax activation standardizes the input values in such a way that all the output values lie 

between 0 and 1, with their sum equal to 1. The probability of each class being determined 

eithertrue or falseis specified by this activation function. 

If the input is
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In this equation, xj is the jth value of the vector and n is the number of classes. 

ii.) Rectified Linear Unit (ReLU) 

 

The rectified linear activation function or ReLU is a piecewise linear function that will yield the 

input directly in case it is positive, else, it will yield zero: 

x , if x is positive 

 

Traditionally, there are 256nodes in the convolution 2D layers in AlexNet. In this study, the 

output consists of two layers whose output corresponds to two classes,i.e.  wearing a mask or not 

wearing a mask,and are fine-tuned for connections having 9216nodes, which results from two 

fully connected layers in AlexNet with 256 nodes each and 2output nodes as we require binary 

classification.Overfitting happens when a model learns the undesirable patterns of the training 

0, otherwise 

=)(xF
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data. Hence, training accuracy increases whereas test accuracy decreases in case of overfitting. 

During the training of the model, to avoid overfitting, a dropout of 0.5 isadded as this learning 

rate is appropriate for our dataset, and “CrossEntropyLoss” is used as the loss parameters and 

“Adam” as optimizer [5]. The training is performed over 20 epochs. 

3.4.Training, Test, and Validation Data 

A dataset from GitHub [2] is taken for training and testing purposes. From the data, 80%of the 

images of each class are used for training purposes, 15%for the testing purpose and5%for the 

validation purpose. Fig. 6 shows the splitting of the dataset, which is plotted using Python. 

 

Fig.6: Sample dataset; blue = data the training; green = datafor testing; orange = data for 

validation 

  We have created a new dataset taking the similar to the faceimages.Total 3975number of 

images are present in the dataset.  Here also 80%of the images of each class are used for training 

purposes, 15%for the testing purpose and5%for the validation purpose. Fig. 7 shows the 

splitting of the dataset. 

 

Fig.7: Sample dataset; blue = data the training; green = datafor testing; orange = data for 

validation 

4. Results and Discussion  

Table 2 and Table 3 show the confusion matrix which allows to calculate accuracy, where 

asprecision and F-score aspresented in Table 4 and Table 5. For ourimplementation, we used 

MobileNet, VGG16, and AlexNet. Among these three models,we achieve the highest accuracy and 

the lowest loss withAlexNet data batch size set of32 and 20 iterations for epochs. The detailed 

results from the performance tests for accuracy and lossare illustrated in Fig. 7and Fig.8.The 
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graph of the accuracy and loss for AlexNetfor both dataset areshown in Fig9 and Fig 10. 

Figs.12,13, 14,and 15 display different test results on the performance of the model in detecting 

persons wearing or not wearing properly a facemask correctly. The images in Figs.12and 14 

show results of the detection of a person in the image not wearing a facemask with a 100% 

accuracy. Fig.15 shows an example of a person wearing a face mask, but the mask is not covering 

either mouth or nose, which is identified as a person not wearing a facemask with an accuracy 

rate of 78.40%. Fig.13 illustrates a person wearing a facemask with an accuracy of 100%.  

The used metrics precision, recall, F1-score, and accuracyare shown in Eq. (3)-(6). 

Precision= )()(

)(

FPNTPN

TPN

+           (3) 

Recall= )()(

)(

FNNTPN

TPN

+           (4) 

recallprecission

recallprecissionScoreF += *

1 2          (5) 
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Table2.Confusion matrix of the proposed model 

 

 

 

Table3.Confusion matrix of the proposed model on New Dataset 

 

 

 

 

Table 4.Performanceanalysis of the proposed model for detection and classification of face mask 

images 

 

Class Precision Recall F1score Support 

Abnormal 1 0.99 0.99 288 

Normal 0.99 1 0.99 288 

Average 0.99 0.99 0.99 576 

 

Table 5.Performance analysis of the proposed model for detection and classification of face mask 

images on New Dataset 

 

Class Precision Recall F1score Support 

Abnormal 0.99 0.98 0.99 309 

Normal 0.98 0.99 0.99 288 

Average 0.99 0.99 0.99 597 

 

)()()()(

)()(

FNNFPNTNNTPN

TNNTPN
Accuracy

+++

+
=       (6) 

In these equations, N(TP) indicates the total true positives, N(FP) arethe total false positives, 

N(TN) are the total true negatives and N(FN) indicates the false negatives. All these measures are 

computed for each class, and an overall measure of the algorithm is computed by taking the 

average of all these measures across the two classes. From the analysis, it is observed that the 

developed maskclassification framework achieved an average classification accuracy of 99.306%. 

Out of the 288 images representing “with_mask”, 285are classified correctly while the other 3 

images are classified as “without mask”. Similarly, from the 288 “without mask” images, 287 are 

classified correctly while the remaining1 image isclassified as “with mask” which is a wrong 

classification. Table-2and Table-3 show the confusion matrix obtained when the developed 

True Class Predicted 

 Abnormal Normal 

Abnormal(288) 287 1 

Normal(288) 3 285 

True Class Predicted 

 Abnormal Normal 

Abnormal(288) 304 5 

Normal(288) 3 285 
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framework is validated using the developed dataset. Table-4 and Table-5provides the F-score, 

precision, and recall. The highest precision of 100% is achieved for the category 

“withmask”followed by 100% for “without mask”. On an average, the proposed algorithm offers a 

precision of 99.3%. Regarding recall, the highest is achieved for the abnormal class with 100%; 

the lowest recall of 99% is obtained forthe normal class and the average obtained recall is 99%. 

Finally, the average F-score is observed to be 99%, where the maximum is99%for the normal 

class and 99% the minimum for the abnormal class. This proposed model requires some amount 

of energy for cameras to transmit photos and to e-mail to the responsibleauthorities [19].  The 

99.306% testing accuracy was achieved during the training of the CNN model.The description of 

the considered performance accuracy is given below. 

 

 

Fig. 8: The accuracy curve of training and validation dataset used for all models 

Fig. 7:The loss graph for all models 
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Fig. 9: The accuracy curve of the training and validation dataset used in the proposed 

model (AlexNet) 

 

Fig. 10: The accuracy curve of the training and validation dataset used in the proposed 

model on new dataset 

 

Fig.11: The Receiver Operating Characteristic (ROC) curve 
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Fig. 10represents the receiver operating characteristic (ROC) curve of the suggestedmodel. The 

ROC curve shows the diagnosis ability of the binary classifier for varying discrimination.The ROC 

curve is plotted using two parameters, thetrue positive rate (TPR) and the false positive rate 

(FPR) which is calculated according to Eqn. (7) and Eqn. (8). TPR and FPR values of the ROC 

curvearemeasured for different threshold values. The area under the ROC curve (AUC) measures 

the performance of the binary classifier for all possible thresholds[20]. The value of AUC ranges 

from 0 to 1. AUC is 1 when a model predicts 100% correct and AUC is 0 when it predicts 100% 

wrong. The AUC achieved from our classifier model is 0.993, indicating a decent classifier.  

True Positive Rate=
iveFalseNegatveTruePositi

veTruePositi

+
      (7) 

False Positive Rate=
iveFalsePositveTrueNegati

iveFalsePosit

+
      (8)  

The suggested frameworkanalyses the video from frame to frame before the face detection 

algorithms is activated. Here theCaffemodel [21]is used for face detection. After face 

detection,the image is processed, including resizing of the image, and then converting it to an 

array for execution [22]. This processed image is then provided as input for the proposed model 

and the video frame is also labeled. The output of the model predicts whether a person wears a 

mask or not along with the predicted percentage. This model will predict "no mask" if a person 

will not cover both mouth and nose with a facemask. 

 
Fig.12: Person without mask 100%Fig.13: Person with a  mask 100% 

 

 
Fig.14: Person without a mask 100% Fig.15: Person without mask 78.40% 

The algorithm implemented will generate an automatic e-mail alert along with a photo of the 

person to the responsible authority to initiate action if the level of coverage of the face with the 

mask is less than 80%.Our proposed algorithm uses Twilioto send an e-mail, which is displayed 

in Fig. 15. 
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Fig.16:E-mail to the authority together with a photo 

Table 7. External validation  

Author Model Accuracy(%) 

[8]Bosheng Qin and Dongxiao Li SRCNet 98.70 

[4] S. A. Sanjaya and S. A. Rakhmawan MobileNetV2 92 

[15]Gabriel T S Draughon et al. R-CNN 96 

[7] Mohamed Loey et al. ResNet 50 81 

[5] S. V. Militante and N. V. Dionisio  VGG-16 96 

[6] G K JakirHussainet al. Proposed Method CNN 91.11 

[3] PreetiNagrathaetal., MobileNetV2 92.64 

ProposedModel Proposed CNN Model 99 

 

5. Conclusions 

Our work suggests an integrated IoT frameworkwhere each part performs better in our study 

compared to previous work. The detection procedure based on a deep learning method is 

approximately 100 percent accurate. In addition, the communication through the internet is 

verified.  

Future research should address the following aspects: In terms of accuracy,various simple 

architectures may be used with respect to processing time. In addition, the IoT model can be 

improved from the communication point of view to enable faster communication withgreater 

bandwidth.In addition, it might be useful to consider more specified mask types, e.g. masks that 

are more similar to faces or cover a larger part of the face. 
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